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THE MYSTERY OF THE
SUNKEN GYROS

LTHOUGH THE U.N. SPECIAL

Commission on Iraq (UNsScoMm)

has exposed many dimensions
of Saddam Hussein’s weapons pro-
grams, the full story of Iraqs secret ef-
forts to obtain weapons of mass de-
struction may never be known. Many
of the best-kept secrets involve Bagh-
dad’s clandestine foreign procurement
efforts since the Gulf War.

Drawing on a wide range of previ-
ously untapped sources, we have man-
aged to piece together an account of
Iraqi subterfuge in the pursuit of mis-
sile technology. The story also reveals
the Russian defense establishment’s
greed, and the reluctance of the Rus-
sian and U.S. governments to expose
the Moscow-Baghdad missile axis.

Caught

Acting on an intelligence tip, on No-
vember 10, 1995 the Jordanian gov-
ernment intercepted a shipment of
240 Russian missile-guidance gyro-
scopes and accelerometers bound for
Iraq. The next month, between De-
cember 16 and 30, a team of Iraqi
scuba divers were directed by UNscom
to dredge the Tigris River near Bagh-
dad. They pulled out more than 200
additional missile instruments and
components. These parts, many bear-
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By Vladimir Orlov &

> William C. Potter

U.N. SPECIAL COMMISSION

December 1995: Unscom directs the dredgmg of the Tlgns River.

ing clearly identifiable serial numbers
in Cyrillic script, included gas pressure
regulators, accelm‘ometels gimbal p()—
sition indicators, and gyroscopes.

These items, like those recovered ear-
lier in Jordan, had come from disman-
tled Russian submarine-launched bal-
listic missiles (SS-N-18s) designed to

deliver nuclear warheads to targets

more than 4,000 miles away.

The Russian government initially
denied that the gyroscopes were Rus-
sian, 11()t\\'1thstcmdmg their serial num-
bers. Moscow also encouraged a rumor
that the instruments had been stolen
from a Ukrainian manufacturer. But
following UNscoM Chairman Rolf
Ekeus’s visit to Moscow in early



February 1996, Russian authorities
grudgingly acknowledged that the
equipment might be of Russian origin.
Although they denied that the Russian
government was involved, they agreed
to initiate a criminal investigation,
which began on April 9, 1996.

Two years later, the case was aban-
doned. Russia’s main internal security
agency, the Federal Security Service
(rsB) had decided to close their case
in October 1997; and in February
1998, the investigation was formally
concluded. No prosecutions were rec-
ommended. The prosecutor’s office
said it could not establish that a felony
had been committed; although the gy-
roscopes had been removed from de-
commissioned missiles, they were
being sold as scrap metal. And export-
ing scrap metal, even to an embargoed
country, was not worthy of further
legal effort. The FsB argued that, tech-
nically, there was no criminal provi-
sion under which the case could be
prosecuted.

Both Russia and Iraq would like the
story to end there. The United States
also appears content to accept Mos-
cow’s explanation and to absolve the
Russian Federation of any export con-
trol violations. But the findings of the
Russian investigation raise more ques-
tions than they answer: How many
Russian guidance systems (and how
much equipment for manufacturing,
assembling, and testing them) were
shipped to Iraq® And how many re-
main unaccounted for? Is this equip-
ment militarily significant? And has
the Iraqi-Russian missile-export rela-
tionship in fact ended?

Broader questions concern the ex-
tent of Russian official awareness of—
or involvement in—the missile deals,
and issues of Russian export controls
and lax enforcement. Is this affair
symptomatic of a more general shift in
Russia’s nonproliferation policy? And
finally, why has the United States had
so little to say?

First encounters

We believe the story began on Sep-
tember 1, 1993, when Wi'am Ghar-
biya, a 30-year-old Palestinian-Jordani-

an businessman arrived in Moscow in
search of guidance components for
Irag’s Scud missiles.

Gharbiya had begun making deals
for an Iraqi defense electronics organi-
zation, the Salahadin State Establish-
ment, earlier that year. According to
our sources, he had also been doing
business with Iraqi security services
since 1990, when he arrived in post-in-
vasion Kuwait. At that time, he al-
legedly sold the Iraqjs information ob-
tained from pillaged Kuwaiti comput-
ers. These early transactions reported-

More than 200 missile

guidance components

were recovered from
the Tigris River.

ly led to a meeting with Hussein
Kamel, a Saddam Hussein son-in-law
and director of Irags Ann-Al Khas
(special security organization) and its
Military Industrialization Commission 2

In the early summer of 1993, Ghar-
biya signed a contract with Karama, a
key Iraqi aerospace and defense firm
that wanted a supply of Scud gyro po-
tentiometers (devices that indicate the
gyroscope’s position by sensing its elec-
trical signals). The agreement came
soon after Hussein Kamel ordered
Iraqi engineers to produce a new and
more accurate missile.’ Less than two
weeks before he left for Moscow,
Gharbiya was paid through a $1.76
million account that Iraq had estab-
lished at the Ittihad Bank in Amman,
Jordan.

Once in Moscow, Gharbiya contact-
ed a “Mr. Muthana,” an Iraqi citizen
living in Russia, whom he may previ-
ously have met in Baghdad. Muthana
in turn introduced Gharbiya to
“Jamal,” an Iraqi postgraduate student
at Moscow State University. Jamal
served as Gharbiya’s principal transla-
tor and facilitator. Through him, Ghar-
biya met other people at the universi-
ty, one of whom put him in touch with
an accountant at a missile dismantle-

ment facility in Sergeyev Posad (for-
merly Zagorsk), a city of beautiful
churches an hour’s drive from Moscow.

From September 10 through Sep-
tember 24, Gharbiya was joined by an
Iraqi delegation that was also in search
of missile system contacts and con-
tracts. Gharbiya helped them set up a
number of meetings, although the re-
sult of these encounters is unclear.

After the delegation departed, Ghar-
biya made two more visits to the
Sergeyev Posad missile dismantlement
facility—the “Research and Testing In-
stitute of Chemical and Construction
Equipment,” or “N1iIKhsM”™—where he
was offered high-precision gyroscopes
and accelerometers. He bought 10-12
sample inertial-guidance instruments,
and through another Russian defense
industry contact, he acquired samples
of Scud gyroscope motors and 30 po-
tentiometers and tachometers. He ap-
pears to have packed all of these sam-
ples in boxes and, with the aid of a
bribe (prompted by a customs official’s
question about their low declared
value), cleared them through customs
for shipment to Jordan. They arrived
in Baghdad some time in late 1993.*

The main deal

Gharbiya left Moscow in early Octo-
ber, but he returned in mid-December
1993. During this visit, and again dur-
ing as many as three additional trips to
Moscow in the first half of 1994, Ghar-
biya cultivated his earlier contacts and
developed new ones in the Russian
electronics industry and the military-
industrial complex. His search for de-
fense goods for Iraq also took him to
Ukraine and Moldova.

When Gharbiya was not on the road
looking for suppliers in the former So-
viet Union, he was in Baghdad gener-
ating business. In August 1994, soon
after returning from Moscow and Kiev,
he negotiated perhaps his biggest deal.
This was a contract with Modher Al-
Sadiq, director of the Ibn Al Haythan
Missile Center. In a secret protocol to
a contract for raw materials and elec-
tronic parts, Modher agreed to pay
Gharbiya $3.9 million if he could sup-
ply certain specific missile technology
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items, including precision-guidance in-
struments. This purchase order ap-
pears to be linked to Modher’s efforts
to produce a new, more accurate, and
posslblv longer-range version of the
Ababil-100 missile.®

In fall 1994, shortly after signing the
agreement, Gharbiya made several ad-
ditional journeys to Moscow. On one
trip in early November he was accom-
panied bv a delegation of missile ex-
perts from both the Karama and Ibn
Al Haythan facilities. The delegation,
led by General Jassem of Iraq’s Mili-
tary Industrialization Commission,
held discussions with very senior offi-
cials at Russian missile design and pro-
duction facilities. Those facilities in-
cluded Almaz, Avangard, Graphit,
Mars Rotor, Priborist, Fakel, and En-
ergomash. The Iraqis met the Russians
both on-site and in apartments or at of-
fices off company grounds. The discus-
sions often involved repeat meetings.

The representatives from Karama
and Ibn Al Haythan and their Russian
counterparts swned literally dozens of
protocols for the supply of a wide array
of missile goods, technology, and ser-
vices. The Russians would supply mis-
sile engines, missile design, training,
technology, manufacturing, and testing
for engines, airframes, and guidance
and control systems. According to Iraqgi
accounts of these meetings, nearly all
of the Russians were willing to supply
the most advanced technologies, and
eager to work out specific offers as
soon as possible, as long as payment
was assured.

Two of the more significant agree-
ments were with the Mars Rotor Plant
and Energomash. The Mars Rotor
deal included the provision of guid-
ance system manufacturing equip-
ment, as well as the understanding that
the company would send Russian ex-
perts to Baghdad to certify the equip-
ment and provide training in its use.

The protocol with Energomash, the
huge Soviet-Russian producer of rock-
et engines, was for complete technolo-
gy transfer (including prOdU(_thD
equipment) for two types of “ad-
vanced” liquid-propellant missile en-
gines. Energomash agreed to provide a
complete rocket engine with a four-
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Wi'am Gharbiya

ton thrust, as well as design calcula-
tions, final design, and five complete
samples of a propulsion system for a
“communication satellite” whose size
matched the payload specifications for
an intermediate-range Scud-derived
missile.

The Russians also agreed to train
the Iraqgis in the design, production,
and testing of modern rocket engines,
and to enter into a project to jointly
design a rocket engine. Energomash
officials assured the Iragis that they
could go ahead with these deals even
without the approval of their govern-
ment—by paying bribes to the appro-
priate people.

The Iraqi delegation returned home
on November 24. But Gharbiya stayed
in Moscow for more than a month, ap-
parently working on finalizing the of-
fers from the Russian firms, dlld prob-
ably renewing his contacts in Sergeyev
Posad. When he returned to Baghdad
in early 1995, he drafted new contracts
with his Iragi sponsors based on the
November protocols. His contracts
with Karama alone totaled over $65
million.

On April 21, 1995, Gharbiya went
back to Moscow to finalize the deals
that had been initiated in November.
At a visit to N11khsM, he agreed to pur-
chase a large quantity of strategic gyro-
scopes and other guidance system
components from dismantled subma-
rine-launched ballistic missiles. These
purchases, which corresponded to the
list of items requested by Modher Al-
Sadiq, were to be paid for, at least in
part, by a line of credit established at
the Moscow branch of Turkey’s Yapy
Toko Bank. According to Gharbiya, no

money actually changed hands at the
time, but he plOllllSCd to pay his sup-

phels $120,000 as soon as the end-user
in Iraq accepted the goods.

At this point, the story gets murkier.
Some time before Gharbiya left Mos-
cow at the end of June, the senior
management at NIIKhsM signed a con-
tract with a front company, “SPM-Sys-
tema,” also registered in Sergeyev
Posad. Niikhsm agreed to transfer ap-
proximately 800 sets of strategic iner-
tial instruments (gyros and accelerom-
eters) to sPM-Systema, which was to
move the goods to Moscow in two
lots. Nisov Investment, a Russian
company managed by Nigerians, was
engaged to handle the customs work
necessary for exporting the items.

Nisov appears to have believed the
goods were highly sensitive, precision
electronic instruments. Following
Gharbiya’s instructions, the shipment
was described on customs forms as
“micromotors,” one of a number of
general customs classifications for
electrical instruments.

With Nisov’s assistance, Gharbiya
had no difficulty with customs at Mos-
cow’s Sheremetyevo Airport, and the
cache of guidance instruments was
flown to Amman by Royal Jordanian
Airlines on two or more flights. At Al-
Malike Alya Airport in Amman, the gy-
roscopes and other assorted equip-
ment were sent to a customs ware-
house to await receipt of documents
from Gharbiya to transship the con-
signment to Baghdad.

At the insistence of the Iragis, sam-
ples of the gyroscopes had been tested
and “certified” at the Mars Rotor Plant
in Moscow, where Gharbiya also
bought lab equipment, including a spe-
cially configured “rate table” used to
test guidance instruments. He also ap-
pears to have purchased a considerable
amount of machinery and related
equipment for the manufacture and as-
sembly of these instruments. The ship-
ment of this equipment to Amman was
handled by an entity known as the

UanCISlt\ of Busmess Law, and
Computer Technolom

The first batch of instruments (in-
cluding 120 gyroscopes and 120 ac-
celerometers) and possibly the gyro



manufacturing equipment, arrived in
Amman some time in June.” The re-
maining inertial instruments and relat-
ed major components arrived on Royal
Jordanian Airlines on August 18. That
shipment was followed by the labora-
tory test equipment, which arrived in
Amman in September.

On June 30, shortly after the first
shipment reached Jordan, two Iraqi
experts inspected Gharbiya’s purchas-

es. At least some of the first batch of

gyros, accelerometers, and other de-
vices were then forwarded to Bagh-
dad, where they arrived by late July.

Then on August 8, Hussein Kamel
defected, and on August 15 Modher or-
dered some, if not all, of the Russian
guidance systems in Baghdad
dumped in the Tigris River. At
about the same time, the U.N.
Special Commission learned of
Gharbiya’s illicit exports and made
plans for their seizure.* According
to Iraqi law enforcement officials,
just days after the first gyroscopes
were pulled out of the Tigris,
Wi'am Gharbiya was arrested in
Iraq “on suspicion of involvement
in the illegal supply of missile
components.”

A narrow investigation
The Russian government has ig-
nored UNSCOM’s requests for in-
formation about the Gharbiya
case. And our interviews with of-
ficials from several Russian agen-
cies reveal a number of disturb-

was its narrow scope. It paid little at-
tention to the export of missile-guid-
ance manufacturing, assembly, and test

equipment, or the planned export of

Russian technical personnel and rock-
et engines.”

W h\ the narrow focus on gyro-
scopes and the like? One plausﬂ)le ex-
planation is that experts and test equip-
ment, unlike used gyroscopes from dis-
mantled ballistic missiles, could not
have been dismissed as “scrap metal.”
It would have been far more difficult
to brush aside the criminality of those
exports.

Another possible explanation is the
desire of powerful individuals or gov-
ernment agencies to conceal the true

20+ |

In defining the subject of its investi-
gation in cxtremel)' narrow terms, the
government was also able to take ad-

vantage of a change in the Russian
criminal code that occurred during the
course of the investigation. The rea-
soning behind the government’s legal
argument is simple, but the Russian
export control system in question is
complex and difficult to describe.”
Four points require explanation:

First, the transfer of the strategic
gyroscopes from NikhsM to spm-Sys-
tema did not violate export control
regulations because it was a domestic
transaction.

Second, although Russia had formal-
ly subscribed to the international em-
bargo on Iraq, it had failed to pass
implementing legislation or any
regulation mdkmg_, it illegal to vio-
late that embargo. The regulation
finally entered into {01ce in
November 1997, six and a half
years after U.N. Security Council
Resolution 687, which placed
near-blanket restrictions on weap-
ons technology exports to Iraq,
was adopted—and about one
week after the rsB closed its in-
vestigation of the Gharbiya case.!

Third, although Russia is a party
to the Missile Technology Control
Regime (MTCR) under which the
equipment and guidance instru-
ments exported to Iraq should
have been regulated, and has in
place legulatlons 1mplementmg
that agreement, the revised Rus-
sian criminal code effective Jan-

ing findings that raise doubts
about the scope of the inquiry
and the Russian government’s
commitment to enforcing export con-
trols. Interviews with other Russian,
Iraqi, UNscoM, and Western sources
familiar with the Gharbiya case point
to the possibility that not all of Ghar-
biya’s missile-related acquisitions have

been recovered. Finally, our analysis of

the case suggests that the Russian gov-
ernment and the United States have
different reasons for minimizing the
nonproliferation implications of the
Russian-Iraqgi missile deal.

One of the most surprising aspects
of the Russian criminal investigation

Some of the parts fished out of the Tigris.

extent of Gharbiya’s Russian contacts.
Given the frequency of his visits to
Russia and the extensive nature of his
contacts and contracts with the Rus-
sian defense establishment, it is hard
to imagine that Russian authorities, at
some level, were not aware of his activ-
ities beyond Sergeyev Posad where the
strategic gyroscopes were obtained. It
is even harder to imagine that his visits
to various facilities and his contacts
with certain individuals were not sanc-
tioned by the FsB personnel who are
present at all sensitive sites.

uary 1, 1997 contains no explicit

pendlt\ for the export of MTCR-

proscribed delivery systems or
components. In that rcspect the new
criminal code is less comprehensive
than the one it replaced. According to
Russian law, had the criminal investi-
gation been closed before the new
criminal code was adopted, there
would have been straightforward
grounds for prosecuting at least the
N1Khsm and spMm-Systema parties to
the export deal.

Finally, although the changes in the
criminal code provided a convenient
excuse for not prosecuting the case,
the new code has a provision that
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could have been used to prosecute the
Russian conspirators—if the authori-
ties had desired to do so. Article 188,
Part IT provides for punishment of up
to seven years of imprisonment “for
transfer across the Russian Federa-
tion’s customs border . . . of materials
and equipment that can be used in de-
veloping weapons of mass destruc-
tion,” if the act is committed “with
fraudulent use of documents or cus-
toms identification, or achieved
through . . . false declaration.”

Government prosecutors chose to
interpret this language as excluding
weapon delivery systems, although
they could have made a strong legal ar-
gument for inclusion. There are indi-
cations that people within both the FsB
and the Foreign Ministry who wanted
to prosecute the case under the new
criminal code succumbed to pressure
from higher authorities.

Timid responses

Regardless of the legal intricacies of
the case and the question of whether
or not justice was served by closing the
investigation, it has been generally as-
sumed that the exports from Moscow
did not increase Iraqi missile capabili-
ties. That assumption is based on the
belief that all of the items exported be-
fore mid-August 1995 were recovered
by unscom, and that Russian missile
exports to Iraq ceased after 1995. Both
premises need further examination.

It is difficult to know whether all of
the Russian exports were recovered
because of the imprecise and inconsis-
tent manner in which the items were
referenced by Gharbiya, his Iraqi
sponsors, the FsB, and UNSCOM. As
best we can discern, Gharbiya ar-
ranged to buy 80 sets of SS-N-18 guid-
ance systems, each with three gyros,
three accelerometers, three gimbal
“angular position indicators,” and one
or two gas pressure regulators. The NI-
1khsM deal, therefore, involved at least
800 guidance system components,
enough for 80 missiles.

Of the 800 components that arrived
in Amman, 240 were strategic gyro-
scopes and 240 were accelerometers.
However, only 120 gyroscopes and 120
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accelerometers were seized in Jordan,
and 33 gyroscopes and 26 accelerome-
ters were pulled out of the Tigris
River. Thus, some 180 gyroscopes and
accelerometers—enough for about 30
missile-guidance systems—are unac-
counted for.

Of equal concern are the other mis-
sile-related goods Gharbiya contracted
for from other firms—assembly and
testing manufacturing equipment re-
lated to guidance instruments. We are
aware that the laboratory test equip-
ment sent in September was seized by
Jordanian authorities, but the disposi-
tion of the gyroscope manufacturing
and assembly equipment is unknown.
Interestingly, in this regard, there were
reports that after his arrest Gharbiya
mentioned his earlier interest in selling
some of the Russian goods to Algeria
and Egypt. We were unable, however,
to determine if Gharbiya sold any Rus-
sian missile-guidance components to
other customers.

Not surprisingly, Iraq has tried to
minimize the significance of its missile
procurement activities when not deny-
ing them altogether. The usual Iraqi ar-
gument has been two-fold: that the ac-
tivities in question were not prohibited,
and that the items were militarily use-
less. Neither argument is persuasive.

U.N. Security Council Resolution
687 includes measures to prevent the
reconstitution of Iragi weapons of
mass destruction. Although the resolu-
tion contains language—probably ill-
advised—that distinguishes between
prohibited missiles (those with a range
greater than 150 kilometers) and those
with a lesser range, it also clearly pro-
hibits Iraqi possession of or efforts to
“use, develop, construct, or acquire”
major parts for proscribed missiles.
There is no question that the strategic
gyroscopes found in Iraq and those
destined for delivery there were pro-
scribed items. Other missile compo-
nents, technology, and systems identi-
fied in the November 1994 protocols
also appear to place Iraq in direct vio-
lation of the U.N. Security Council
Resolution. Despite the Iraqgi argu-
ment that their intention was to pro-
cure items for missiles with a range of
less than 150 kilometers, nearly all of

the items and technologies provided
for in the agreements with Russian
firms were usable for longer-range
missiles.

Significantly, Resolution 687 also
calls on all states “to prevent the sale
or supply to Iraq, or the promotion or
facilitation of such sale or supply, by
their nationals or from their territory”
of proscribed missiles and major com-
ponent parts.'> What the Russian sup-
pliers were offering, as evidenced by
the November 1994 protocols, were
items that could have supported a
complete intermediate-range missile
development program—from training
to production to assembly.

The actual gyroscopes and associat-
ed missile-guidance instruments re-
covered from the Tigris River were no
longer usable. Some, if not most, had
been functional, however, before they
were dumped—as were the other gy-
roscopes destined for Iraq, a fact at-
tested to by the Iraqi requirement that
they be tested at the Mars Rotor Plant
before being shipped to Iraq.

We have focused on the extensive
agreements Wi'am Gharbiya made in
Russia from 1993 to 1995, and we have
no hard evidence that the Russian-
Iragi “missile relationship” persisted
past that period. On the other hand, re-
cent news reports have described Iraqi
efforts to procure Russian missile guid-
ance systems that bear an uncanny re-
semblance to Gharbiya’s earlier deals.
According to one account, Iraq reached
agreement with a Russian company to
purchase over 100 accelerometers
sometime after spring 1997, with a Jor-
danian front company reportedly serv-
ing as intermediary.” The deal alleged-
ly was concluded after Iraq became
aware of the Russian firm’s products at
the Idex-97 defense exhibition in Abu
Dhabi in March 1997,

It is well known that the collapse of
the Soviet system’s command economy
has had a debilitating effect on the
Russian military-industrial complex.
Nowhere are there stronger incentives
to sell anything to anyone for the right
price. And the tendency to emphasize
short-term economic considerations at
the expense of longer-term nonprolif-
eration objectives is not confined to



the Russian defense sector.

A number of imprudent export- and
foreign-policy decisions signal the
growing discrepancy between Mos-
cow’s declared nonproliferation policy
and its practices. Indicative of this di-
vergence is the adoption of strength-
ened export control regulations just as
the government’s capacity and/or incli-
nation to regulate the export of sensi-
tive defense-related commodities has
been reduced.

The diminished importance at-
tached to nonproliferation objectives,
which can only encourage enterprises
to ignore formal export control proce-
dures, is evident from the state-sanc-
tioned nuclear exports to India (recon-
firmed after New Delhi’s May 1998
weapons tests), and the export of other
sensitive technologies to China, Iran,
and South Korea, among others. There
has also been lax enforcement of nu-
clear-materials control and accounting
regulations, and in the battle against il-
licit nuclear transactions and the
“brain drain.” Unfortunately, the fail-
ure to prosecute the Russians involved
in missile exports to Iraq is consistent
with Russia’s incapacity to implement
declared nonproliferation policy.

Given its own forceful declaratory
policy, the United States has been very
slow and/or restrained in its criticism
of Russia’s impaired nonproliferation
policy. In part, this restraint may stem
from the long history of cooperation
on nuclear nonproliferation that per-
sisted across administrations, even
during the peak of the Cold War.

The reluctance to challenge Russia
more forcefully on the nonproliferation
front may also relate to a less-than-stel-
lar U.S. record in the export control
field; a sympathy for the plight of non-
communist Russian leaders who have
been continually buffeted by political,
economic, and social crises; an effort to
avoid additional polemics with Moscow
during the push for NATO enlargement;
and a wariness about giving congres-
sional critics of the president’s Russia
policy any more ammunition.

An additional explanation for senior
U.S. officials’ readiness to accept
Moscow’s decision to dismiss the case
and to downplay Russian missile ex-

ports to Baghdad was suggested by re-
cent revelations about a reversal in
early 1998 in U.S. policy toward Iraq
and uNscoM. If the United States had
decided to pursue a less confrontation-
al approach toward Iraq, and to rein in
the UNscom inspections, it would
hardly have wanted to throw the spot-
light on an illicit Russian-Iraqi deal.

Implications for the future
Iraq has described the Gharbiya affair

as an inconsequential example of an
overzealous electronics dealer working
independently to deliver items that
were not needed, were not requested,
and were in fact rejected by the Iraqi
government. Neither Russia nor the
United States has strongly contested
this interpretation—at least publicly.
In contrast, our examination of the
case suggests that it was a sophisticat-
ed procurement operation designed to
circumvent a U.N.-mandated trade
embargo. It also reveals the vulnerabil-
ity of the Russian military establish-
ment to any foreign buyer with a good
line of credit. The underdeveloped
state of Russian export controls, espe-
cially with respect to enforcement,
compounds this vulnerability, as does

the unstable economic and political
environment.

It may be that our findings pertain
only to the past. Perhaps the covert
Iraqi procurement network that pene-
trated the Russian defense establish-
ment in the mid-1990s was confined to
Russia and has been eradicated. Con-
ceivably, newly adopted Russian export
controls will make it more difficult for
sensitive military goods and services to
evade controls and more likely that vi-
olators will be prosecuted.” It is also
possible that the very positive past
mode of U.S.-Soviet cooperation in
nonproliferation will be rediscovered
and that it will bolster uNscom and
prevent the reconstitution of Iraq’s
weapons of mass destruction.

These possibilities, however, are
challenged by the grim reality of an in-
creasingly obstructionist Iraq, a weak-
ened UNSCOM, an economically rav-
aged Russia, and an isolated U.S. su-
perpower with little appetite for either
multilateral nonproliferation or unilat-
eral counterproliferation. Unless these
problems are recognized squarely and
concerted action is taken to reverse
them, the next items dredged from the
Tigris River could be uNscom’s moni-
toring equipment. B
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