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THE DAWN OF NEW BATTLES

If Stuxnet did not exist, someone should invent it.

It had been far too long since international security experts first predicted the 4W phenomenon,
the World Wide Web Wars. For a long time, nothing dramatic was happening*all the excitement
was limited to rumors and political squabbles.

And then it finally happened. We have been left to guess who the creators of that sophisticated
computer virus were. But recent statements by the Iranians, who claim that evidence points to
Israel and America, do not sound like a mere continuation of traditional ideologically fuelled
rhetoric. Germany’s role also remains unclear. Was it a collateral victim? Or a willing ‘‘mediator’’?
What is beyond any doubt, however, is the seriousness of the blow suffered by Iran in that series
of cyber attacks. The virus had inflicted major damage on the Iranian nuclear industry by
temporarily putting out of action some of the Iranian centrifuges, which are one of Tehran’s most
prized assets. Neither can I rule out that Stuxnet, or some other virus, has also crippled elements
of the Iranian missile program. Russian and American military experts have unanimously ranked
the attack as one of the 10 most significant military events of 2010. And I have a feeling that
Stuxnet may have been just a warning shot across the bow to demonstrate what Iran’s adversaries
are capable of. Is there more to come?

The IAEA was chosen as the natural venue to discuss the questions of ‘‘Who is to blame?’’ and
‘‘What to do next?’’. The agency was scheduled to host a special seminar on January 25, with only
Germany, Russia, the United States, Finland, France, and Iran taking part. But the event had to be
cancelled after Paris and Washington refused to discuss the issue with the Iranians. The IAEA then
extended the agenda and the list of participants by also inviting Britain, Canada, China, Ukraine,
and South Korea (though it apparently neglected to invite Iran). Meanwhile, the Iranians were
becoming increasingly nervous. The Germans were also getting fretful; they took to raising the
cyber security issue at various forums and gave funding to several research projects in that area.

The Middle East urgently needs an agreement that would rule out any attacks (or threats of
attack) on nuclear infrastructure. That need is more pressing than anywhere else on the planet.
So far the tune is being set by Israel, which destroyed a not fully identified Syrian nuclear facility in
September 2007. Such actions by the Israelis run counter to the decisions by international forums
concerning the importance of setting up a WMD-free zone in the Middle East. For now, Israel is
the only country in the region that has its own nuclear weapons and that continues to turn a deaf
ear to all the calls for it to join the Nuclear Non-Proliferation Treaty. Israel is also the undisputed
regional leader in information warfare. That is why the normally stolid Iranians were so jolted by
the Stuxnet attack*they had realized that they were far more vulnerable than they had ever
imagined.

The deployment of Stuxnet against the Iranian nuclear infrastructure has demonstrated the need
to redefine what constitutes an ‘‘attack’’. It has also emphasized the urgency of adopting a
convention proscribing attacks on nuclear facilities, both in the Middle East and anywhere else on
the planet. The UN Security Council could issue such a proscription in the form of a resolution.
Russia, which often initiates discussions about international information security, could push for
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an international code of internet conduct. Without jeopardizing the various freedoms on the net,
such a code could outlaw cyber attacks against critical infrastructure. But the initiative would have
to be preceded by an international assessment of cyber threats.

The perpetrators of the Stuxnet attack against Iran have made it clear to the whole world that the
era of new-generation wars is no longer dawning. It is already here. In the new century, battles will
increasingly be waged not on the battlefield but in outer space and in cyberspace. Military
information and communication technologies*the so-called ‘‘cyber weapons’’*will gradually
supplant the nuclear missile as the super-weapon of the century. And, unlike nuclear weapons,
the deployment of cyber weapons, the decision to ‘‘push the red button’’, will be seldom if ever
constrained by moral considerations. Very soon, Stuxnet will seem a child’s toy compared with
things to come*or a warm-up before the real battle.

* * *

The new strategic offensive reductions treaty between Russia and the United States entered into
force on February 5, 2011. The New START treaty undoubtedly opens a new page in the relations
between the United States and Russia. Its significance for strengthening the arms limitation
regime is hard to overestimate. What’s next? We’ve discussed the next steps for future arms
control as well as the U.S.�Russian military�political relations with the heads of the Russian and
U.S. delegations at the New START talks*Deputy Russian Defense Minister for International
Military Cooperation Anatoly Antonov and Assistant Secretary of State for Verification and
Compliance of U.S. Department of State Rose Gottemoeller.

The ratification and entry into force of the New START treaty is a positive achievement*which
helped the United States and Russia to ‘‘reset’’ their relationship*but is only a first step in
nuclear disarmament. On April 9, 2010, the day after the New START Treaty was signed, PIR
Center, a leading Russian NGO in the area of international security, and Ploughshares Fund, a
U.S.-based foundation that promotes nuclear nonproliferation, arms control, and disarmament,
established the Sustainable Partnership with Russia (SuPR) Group. The SuPR Group’s main
objective is to support continuing and long-lasting success in the efforts by the Russian
Federation and the United States to work as partners on two of the most important issues on
the global security agenda: nuclear nonproliferation and nuclear disarmament.

On February 2, 2011, the SuPR Group met in Gstaad (Switzerland) to discuss the next steps in
nuclear disarmament and how both countries could better work together on the most urgent
regional nuclear nonproliferation challenge*the Middle East. At the meeting, several recom-
mendations were formulated. The final document provides a menu of ideas and proposals from
the discussions. Hopefully it is thought provoking and raises ideas that could speed up the
U.S.�Russian strategic dialogue, providing a continuing process of nuclear arms control, with the
ultimate goal of complete nuclear disarmament. Our readers can find the article ‘‘Next Steps
for the U.S.�Russian Sustainable Partnership’’ in this issue of Security Index and join the
discussion.

Vladimir Orlov
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